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Backup Basics




Types of backups

* "Local” Backup—Backs up all the files, programs and
settings on your computer

* Cloud Backup—Storing copies of important files and
folders in the Cloud (Google Drive, Google Team
Drive, Dropbox,

e Back up/store confidential information—LastPass +
two-factor authentication




Local Backup for Windows

If you have Windows 10 (if you don’t have Windows 10, the Service Desk can upgrade
your computer):

"File History” is already installed on your computer!

Allows you to use an external hard drive to automatically backup the files you choose

€ Settings

2 Backup options

Overview
Size of backup: 2.80 GB

Total space on Untitled (D:) (D:): 1.81 TB
Backing up your data...

Cancel

Back up my files

Every hour (default) v

Keep my backups

Forever (default) v

Back up these folders

Add a folder

u Saved Games

C:\Users\Thorin




Local Backup for Mac

* Time Machine allows you to automatically back up your entire hard drive
e **Make sure your external hard drive is high-capacity!

e Allows you to encrypt the backup drive (you MUST do this to keep your data
secure!)

® e < HHHH Time Machine Q_ Search

[ O | Untitled
!‘ O ‘v 1.95 TB of 2 TB available
i > | Oldest backup: Today, 7:55 AM
Latest backup: Today, 10:58 AM
— Select Disk... Next backup: Today, 11:58 AM

Time Machine

Back Up Automatically
Time Machine keeps:
« Hourly backups for the past 24 hours
« Daily backups for the past month
« Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

~
§ Click the lock to prevent

further changes. Show Time Machine in menu bar Options... ?




Cloud Backup

Important to have data backed up in more than once place

Team Drive allows data to stay with the team after
individuals have left the project, leave the department, or
leave the college

Every member of a Team Drive can be given a different
access (Full, edit, view only)

Team Drive is already part of your TC Google account!

) g My Drive

b Team Drives
Team Drives




Pll Storage

Pll=Personally identifiable information

Any data that could potentially identify a specific individual.
Any information that can be used to distinguish one person
from another and can be used for de-anonymizing
anonymous data can be considered PI

Includes Social Security number, birthdate, full name
Should be stored in a limited-access location with encryption

Confidential information: Store in LastPass and secure
LastPass with two-factor authentication (Duo)




